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Counterterrorism consists of government actions to inhibit terrorist
attacks or curtail their consequences. Such policies can limit attacks by
confronting terrorists directly. For example, intelligence and police inves-
tigations resuited in the capture of the entire leadership of Direct Action
(DA) in France between 1982 and 1987 (Alexander and Pluchinsky, 1992,
p. 135; Hoffman, 1998). Italian authorities captured most of the Red

Brigades after responding to a tip-off in the

kidnapping of Brigadier

General James Lee Dozier, the senior US officer at NATO’s southern
European command who was abducted from his home on 17 December
1981. He was freed unharmed in a daring police rescue on 28 January
1982.1 Based on state’s avidence obtained from Antonio Savasta, cap-
tured during the raid, the police later apprehended 200 Red Brigade
suspects, which resulted in further arrests and the eventual demise of the
group. Other counterterrorism actions can safeguard potential terrorist
targets by reducing an attack’s likelihood of success or 1ts expected pay-
« —3 off The installation of metal detectors in US airports on 5 January 1973

decreased terrorists’ probability of success, as

did the fortification of us

embassies in the mid-1970s and beyond. After 9/11, the deployment of
federal screeners at US airports, the reinforcement of airplane cockpit
doors, and the designation of no-fly zones in Washington, DC, and other
American cities were intended to limit terrorists’ success and, thereby, to

prevent attacks.

1 Bor a detailed account of the Dozier kidnapping and its
and Murdock (1989, vol. 1, pp- 234-9), which is compile
time of the kidnapping.
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measures. This follows because defensive measures o?ww Hﬂm:qmmﬁ. H_Mm
. i i i\
ter 5 gives an in-depth treatme
to softer targets abroad. Chap . ! 1 :
i wmgoagon. In the case of proactive _,uo__o:wm., 80. _:am
ries wait for others to act. Given the ms_uo.v:_dm_:% 0
ponses {0 transnational terrorism, there 1s a need for

this transference
is done as count

counterterrorism res Ans]
international cooperation — the subject of Chapter 6.

PROACTIVE FOLICIES

since a government confronts the terror-
f action can curtail terrorists’ resources,
s, then the ability of

Proactive policies are offensive.
ists or their supporters directly.
their finances, safe havens, infrastructure, or m%osmo.nﬁ u e be
i jvities i i §° resc :
i jvities is curtailed. Terroris .
{errorists to engage n act e e
illi estroying
i killing group members or by

reduced by capturing Of 4 ng thelrnon
human resources — for example, weapons, ammunition, training ps,
communication networks, or safe houses. .

Consider the terrorist group’s resource constraint,

PrT + m.?_z =1, Gv

. . n.
where Prand Py are the unit costs of generic Sﬁo.:m.a (T) and uo%wwnm
rorist (N) actions, respectively, and [ is the mqo:.v.m ﬁwo-ﬂw MM Mmmmmﬁ o
i i h period, equation (1) ndic ;
for the current period, During eac : the
terrorist group allocates its TeSOUTCES between Sﬁczma%n%r _.._oEn“W&E
i i 5 COM!
iviti ine its resources for the period. 1S
activities, thereby exhausting 1 . L e
is di in Fi 4.1, where terrorist attacks ar .
is displayed as AB in Figure 4.1, : ures
m_owmﬁnrw y-axis (vertical axis) and nonterrorist attacks along the x-axi

Terrorist
attacks (T') A

slope ~Py/Pr

0 Nonterrorist actions (M)

A -
Figure 4.1. Terrorists’ resource constraints.

~"acts, including legitimate protests, then the government may force the ™
_ terrorists to rely on terrorism to a greater extent (Frey, 2004; Frey and .
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(horizontal axis). If the terrorists devote all of their resources to terrorist
attacks, then they can accomplish at most 7/ Py attacks, which is found
by setting N = 0 and solving for T in equation (1). As such, I/ Py repre-
sents the y-intercept of resource constraint A 8. Similarly, the x-intercept,
I/ Py, of constraint AB is found by setting T = () and solving for the max-
imal number of nonterrorist attacks in equation (1). To find the slope of
the resource constraint, we rewrite it, by solving for T, as

r=(5)- (7)™ @)

The coefficient, — Py/Pr, in front of N is the slope of the resource con-
straint, which indicates the change in T resulting from a unit change in
N. Some proactive measures may reduce terrorists’ resources, thereby
shifting the resource constraint down in a parallel fashion to CD. The
downward shift is parallel because a fall in 7 does not affect the ratio of
unit costs in equation (2), thereby leaving the constraint’s slope, — Py/ Pr,
unchanged. Each intercept — [/ Py and I/ Py - falls by the same amount
as / is reduced. - S
Proactive policies may, instead, raise the price of terrorist actiong by
making such activities more risky, Emr@ﬁ.w?ncn:m the resource constraint

- down in a nonparallel fashion to dashed line CB, if terrorists’ resources

are unaffected.” For example, the risk of being infiltrated by the govern-
ment makes terrorist acts more costly without necessarily changing the
terrorists’ resource endowments. Group infiltration increases the rela-
tive attractiveness of nonterrorist acts. Finally, if the proactive measures
raise the unit cost of terrorism and also reduce terrrorists’ resources, then
the resource constraint shifts downward in a nonparallel fashion (not
shown) from AB, so that there is a greater fall in the y-intercept com-
pared to the x-intercept of the new resource constraint. In any of these
scenarios, proactive policies reduce the terrorists’ choices and may result
in reduced levels of both kinds of activities. When the governmental pol-

igy-ificreases the relative costliness of terrorist actions, the tendency is

¢_for terrorists to switch to nonterrorist activities. If, however, a threatened

government repressés freedoms and raises the unit ooﬂm.o‘w_e._mi_owmommf/

Luechirigér, 2003; Lichbach, 1987).

3 As Py rises alone from the proactive policy, the intercept along the y-axis falls from A to
Cin Figure 4.1.
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Proactive policies can assume many forms, wzor.ﬁ.mzm Hm”mmﬁo@%
against a state sponsor that provides resources, training, s n.M, _omm-
tical support, or intelligence to a terrorist group. An oxmu.ﬁ_m of such a
raid was the US bombing of targets in Libya on 15 April H..omm for its
alleged involvement in the terrorist bombing of the La Belle a_mncﬁrn%_“mw
in West Berlin on 4 April 1986, where 3 died and 231 were woun ow_
including 62 Americans.* Targets in the US a.ma included the >§Ww _
barracks in Tripoli, the Jamahiriyah _um:mnwm in .Wo.bm:mmr the m_n: ila
port west of Tripoli, the military side of the Tripoli mﬁ.voﬁr and the Benina
military airfield. The Azizyah barracks was the Hm.man:nw wm gcwm%%a
Qaddafi. During the raid, two of his sons were seriously injured an : is
adopted one-year-old daughter was killed. ?:oﬁrwn/oxmﬂm_m ofa woﬁm._m-
tory raid was the Israeli attack against Palestine Liberation Oamms_mmzom
(PLO) bases in Syria in response to the Black September attack on Israeli

s at the 1972 Olympic Games, [ .
mﬁrMMMEon type of proactive response is @anmﬁmm@mm_wwow
terrorist group or a country harboring it, asinthe case of 7 October )
US attack on the Taliban and al-Qaida in >mm:m=_m§1. A ?‘nnamzﬁw
attack differs from a retaliatory raid because the mo.nﬂaa is more mcmsmwoa
and intended to severely compromise the nm_umg:.:mm of .&w 8:6:.2@
In June 2005, the US and Pakistani military were still m:m_.nf:m m._-OwEm
leaders and members in Afghanistan and Pakistan. Israeli assassinations
of Hamas leaders and operatives in 2003 and 2004 also represent Ennn.%-
tive actions. Many past retaliatory raids merely ,.mmrmm.oﬁ at the lerrorists
or their sponsors without greatly limiting their ability to operate (see

remarks in Chapter 3). As such, these Sﬁ@w%%ﬁfg:g

government 1o send.a signal to its citizens than as punishment for the
ntm:mw_mw drastic but effective proactive measures msm_:gmm.::ma.ro
terrorist group and gathering intelligence. Fm_.:m.:os can onEoB_MM
the group’s security and lead to arrests. To limit Eomo noamnmmnnnnhoﬁ
light of the Red Brigades’ experience, many Hioﬁmn oﬁmmEmm:oﬂww "
rely on a cellular structure, where members know H._Eo about the iden _m
ties of others outside of their small cell of four to siX _u.o.nmoE..,:ﬁn use 0

bloodlines and long-term friendships limits the possibility of Em_qm:cy:.
Effective intelligence can identify planned attacks and allow for counter-

i icy i urces
measures. Another proactive policy is to go after @m\ m:msn_m:mmo es

4 Details of the La Belle discotheque bombing can be found in Mickolus, Sandler, and

. Murdock (1989, vol. 2, pp. mmmhc. o
5 Details of the US raid are contained in ibid., pp. 373-4.
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of the terrorists by freezing assets. Since 9/11, countries have frozen $200
million of terrorists’ alleged assets (White House, 2003). At the interna-
tional level, freezing assets raises problems of international cooperation
addressed in Chapter 6 and in Sandler (2005).

George W. Bush’s war on terror is a broad-based action that involves
both proactive and defensive measures to protect the country and its
citizens at home and abroad against terrorism. There is, however, a
reliance on military power and proaction. The motivation for this extreme
response is a realization that modern-day terrorism is a form of asym-
metric warfare in which the terrorists rely on unconventional, irregular,
and decentralized methods to confront a superior adversary — that is, the
military and police of targeted industrial nations.® To counter the ter-
rorist threat, the government deploys its military to destroy terrorists’
bases of operation and assets. There are criticisms leveled against a mili-
tary response (see, for example, Wilkinson, 2001). By characterizing the

response as a war, the proactive government gives a false impression of a_

_.oo.mmwc_m &oEQE&EnEoﬂoamEmm m&mﬁmwanﬂnmﬁa.moaﬂomﬂo:ﬁmoa
sponsors may indeed be defeated or severely compromised, but terrorism,
especially transnational terrorism, remains a tactic that will be embraced
by new members and groups. Any “victory” will be temporary. A military
response may also result in collateral damage to innocent individuals —
for example, the victims of a smart bomb that misses its mark. In addition,
a military response may turn world opinion against the offensive country
if operations appear excessive or brutal. One of the greatest drawbacks
is the possibility that a military response will attract new recruits to the
cause, which, in turn, could result in a wider conflict.”

There is also the problem of measuring success associated with mili-
tary operations. Following the October 2001 preemptive strikes by coali-
tion forces in Afghanistan, there were al-Qaida-linked attacks in 2002
and thereafter — for example, the 12 May 2003 suicide truck bombings
in Riyadh, Saudi Arabia, and the 16 May 2003 suicide car bombings in
Casablanca, Morocco - that led critics to conclude that the Afghan war of

& This characterization comes from Schulze and Vogt (2003).

7 To date, there are few theoretical analyses of the process of recruitment to terrorist orga-
nizations. Recruitment can be stimulated by past incident successes or by governments'
draconian measures (see, for example, Rosendorff and Sandler, 2004), To properly address
recruitment, a multiperiod dynamic model is required, whereby terrorist attacks and gov-
ernment countermeasures influence the stock of operatives in a terrorist campaign. This
stock is also affected by retirements and casualties incurred in missions. The government

must be sufficiently vigilant o limit successtu! incidents, but not so harsh as to encolrage
grievances and new recruits,
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2001 did not achieve much. What we cannot know is how many additional
attacks would have occurred had action not been taken in Afghanistan.
This counterfactual problem is particularly acute with military operations
because of the mistaken expectation that terrorism will cease. Measure-
ment is also difficult owing to the cyclical nature of terrorist attacks; a
lull may be due to a natural cycle rather than military actions taken. And
fewer attacks may not even signal success, if attacks become bloodier or

are transferred to other countries.
Proactive measures often represent pure public goods as defined in

Chapter 1. A preemptive operation that reduces the omvmcw::.om of a
common terrorst threat confers nonexcludable and ronrival benefits on
all potential targets. If asked to contribute to the operation after the fact,
most targets will understate their true derived benefits so as to free ride
on the support of others. This tendency will lead to underprovision as
targets wait for others to act. At the national level, the free-rider con-
cern is addressed by assigning to the central government the authority to
protect domestic targets with financing from tax revenues. When neces-
sary, the central government coordinates the state and local jurisdictional
responses. The free-rider problem is a major worry for combating transna-
tional terrorism, because there is no suprapational government that can
provide a unified proactive policy underwritten by taxes from target coun-
tries. Since 9/11, the world community has relied on the United States to
coordinate the proactive response, which other nations can voluntarily
support. At the transnational level, some proactive policies may result
in public bads as costs are imposed on other countries. If, for example,
a proactive operation augments grievances and leads to recruitment of
terrorists, then these public costs must be weighed against the public ben-
efits in order to ascertain the net consequences (Rosendorff and Sandler,
2004). A particularly heavy-handed operation may conceivably do more
to jeopardize other countries than to safeguard them. This is particu-
larly true when the proactive country is also hardening its own targets
at home so that grievance-inducing terrorist attacks occur abroad, where
other interests are impacted. The result is a “forced ride,” where a nation
endures a consequence that it prefers to forgo (Tanzi, 1972).

Ummm.Zmu&ﬂ‘.HOFHOHMm

Defensive measures ,mw@.ﬁnﬂ potential ﬂwaw.wﬁm either by making attacks
more costly for terrorists or by reducing their likelihood of success. When
‘an attack occurs, effective defensive action 4lso limits the losses. Many

Counterterrorism . 91

s

defensive policies afe H.nmnmwm.ww the sense of being imposed after past inci-
Mmua reveal vulnera hilities. The installation of metal detectors to screen
passengers at airports is an instance. Prior to their installati ani S Janu;
A.@.@ﬂ US airports, there were on average mﬁﬁqoﬁ:ﬂEmc_mawimwﬂ.wwwwﬂmm
hijackings each year in the United States (Enders, Sandler, and Caule
1990a, p. 95). The installation of bomb-sniffing equipment H.o screen EM.,
gage on commercial flights came after bombs brought down planes - for
example, Pan Am flight 103 over Scotland on 21 December 1988 and

UTA flight 772 over Niger on 19 September 1989. Both metal detec-

tors and bomb-sniffing devices are examples of ﬂmm:ﬁ.o_mwmnm_ barriers;

which are especially effective when authorities continuously upgrade the
Mmr::o_om%_ to stymiie attempts by terrorists to circumvent the barriers —
or example, the development of plastic s o itrogen

. guns or non-nitr -bas
explosives. cgenbused

. Some defensive actions may E<o_<m.m.,mman=m=m a E.Hw.m?mcor as efforts
101976 and 1985 to fortify US @E.ommmwmm.w.._mnm the 19 VEW.H 1995 bombin
of the Alfred P. Murrah Federal Building in Oklahoma City, barriers :m<m
been .?: around other federal buildings to create a safety perimeter to
m::m:_ the damage from a car or truck bomb. The decision to allow fighter
Jets to shoot down hijacked planes that could be used to destroy buildings
as on 9/11 is another defensive policy. The deployment of sky Bm;:mmw
on atrplanes is yet another defensive action, as are DHS terror alerts to
warn the public of a heightened state of risk.

won.wm actions are intended to deter or hinder an attack by stiffenin
penalties for convicted terrorists. For .mxmaﬁ_m. the so-called Reagan om
tough policy on terrorism was expressed in two public laws (PL) vmmmw.mnm
by the Cm Congress and signed by President Reagan. These laws are PL

98473 (signed on 12 October 1984) and PL 98-533 (signed on 19 October
1984). The first required up to life imprisonment for individuals taking
Us rom.ﬂmmmmw either within or outside the United States. Penalties for
a.u.mqow_:m aircraft or airport facilities within the United States were also
raised, as were penalties for acts committed with a bomb or other weapon
on a US aircraft. The second bill authorized the US attorney mmboamm_u to
pay rewards for information leading to the apprehension or convictjon
inside or outside the United States, of terrorists who targeted US Eﬁanwmﬁm
(Pearl, 1987, p. 141; Mickolus, Sandler, and Murdock, 1989).

f the international level, the United Nations and other multilateral
bodies (for example, the International Civil Aviation Organization, the
gﬁgmaozm_...gmzma.m Organization, and the Council of Europe) _J:Em
passed o@ﬁﬁwhmbnm and treaties ,m,.wzmsim certain acts of terrorism ~ for

3
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example, seizure of commercial aircraft, the taking of hostages, and the
use of explosive bombs. Unlike domestic laws, these international conven-
tions suffer from the absence of an enforcement mechanism. In Chapter 6,
we present an evaluation of their effectiveness.

~Bfféctive defensive measures have a public good aspect that generally’
differs from proactive policies. A defensive action may deflect an attack
from a hardened to a softer target and, in so doing, impose a public cost o
other potential targets; thus, a negative externality is associated with thi
/ﬁmum?azo@ Unlike proactive measures, which may be undersupplied,

defensive measures may be'oversu lied.§ .

|
|
|

GAME THEORY PRIMER

We now apply simple game theory to compare and contrast how :mmoH.pmw
governments strategically interact with one another in a noncooperative
framework that involves acting independently to decide their counterter-
rorism policies. The need for cooperative behavior for some transnational
interactions then becomes apparent. A noncooperative game is fully iden-
tified by four factors: the rules of the game, the set of players, ﬁ:w.r. avail-
able strategies, and the payoffs for all possible strategy combinations. To
simplify the analysis, we display games in their normal or matrix form as
described below. .

The Prisoners’ Dilemma game is relevant for many antiterrorism deci-
sions and is thus described in detail. A story line behind the Prisoners’
Dilemma game is as follows. In the vicinity of an armed robbery, two
individuals in a vehicle are stopped on suspicion of being involved. Not
only do the suspects appear to match eyewitnesses’ vague ammnlv.zowm.
but a search of their car turns up an unregistered handgun. The district
attorney realizes that she has insufficient circumstantial evidence to con-
vict them of the robbery unless she can get a confession from one of the
suspects. Without a confession, she canronly convict them of possessing an
unregistered handgun, which carriers a one-year sentence. Her strategy
is to separate the two suspects and offer each a deal. It just one of EoE
confesses, then the confessor walks free, while the nonconfessor receives
the maximum four-year sentence for the robbery. If both nonmamm, then
they each receive a reduced two-year sentence for cooperating with the
district attorney.

In panel a of Figure 4.2, the relevant payoffs for the iwo suspects —
prisoners A and B - are displayed in the four cells of the game hox, where
each prisoner has two strategies: confess or not confess. Given that each
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B
Confess Does not confess

Confess | 2 years, 2 years | 0 years, 4 years

A

Does not confess | 4 years, 0 years 1 year, 1 year

a. Prisoners’ Dilemma in jail sentence terms

B
Confess Does not confess
Confess 2,2 4,1

A

Does not confess 1,4 3,3

b. Prisoners” Dilemma in ordinal form

Figure 4.2. Prisoners’ Dilemma.

player has two choices, there are four possible strategy combinations for
the two suspects: both confess, in the top left-hand cell; A confesses alone,
in the top right-hand cell; B confesses alone, in the bottom left-hand cell;
and neither confesses, in the bottom right-hand cell. In each of the four
cells, the first payoff or prison sentence is that of prisoner 4 or the row
player, whereas the second payoff is that of prisoner B or the column
player. The payoffs in each cell correspond to those associated with the
deal offered by the district attorney - for example, when both confess,
they each receive a two-year term. To examine the strategic dilemma
from A’s viewpoint, we must compare his payoffs from his two strategies.
When prisoner B confesses, prisoner A gets a lighter sentence of two years
by confessing, as compared to the maximum four-year sentence for not
confessing. If, however, prisoner B does not confess, prisoner A is still
better off by confessing, since he then is released rather than serving a
one-year term for not confessing. Prisoner A’s payoffs in the confessing
row are better than the corresponding payoffs in the not confessing row.
A strategy such as confessing, which provides a greater payoff regardless
of the other player’s action, is a dominant strategy and should be played.
By the same token, a strategy whose payoffs are less than some other
strategy’s corresponding payoffs is said to be a dominated strategy and
should not be chosen. In panel  of Figure 4.2, suspect B’s dominant
strategy is also to confess when the corresponding payoffs in the two
columns are compared — that is, a two-year sentence is better than four
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years, and walking free is better than a one-year term. As both suspects
apply their dominant strategics, the outcome is mutual confession with
two years of jail time. The dilemma arises'because keeping silent is better
for both suspects.

The confession cutcome representsa Nash equilibrium (with boldfaced
payoffs), whichisa collection of strategies —one for each player - such that
no player would unilaterally alter his or her strategy if given the opportu-
nity8 This can be seen by focusing on the confession cell in panel @, where
both players confess. If suspect A (or B) alone changes to not confessing
or withdrawing the confession, then this suspect’s payoff is worsened by
the addition of two years of jail time. As a consequence, the suspect will
not change his or her strategy unilaterally. Of course, both suspects would
have been better off if they had formed an agreement from the outset 1o
stay silent and had stayed with the arrangement. Even if such an agree-
ment had been made, problems arise when the district attorney tempts
them separately with the deal. Given the dominant strategy that her deal
places before each suspect, neither can be sure what the other will do -
promise to keep silent or no promise. Even if suspect A is sure that B will
not contess, A is better off confessing and playing his buddy for a sucker.

An alternative representation of the payoffs in panel a of Figure 4.2

distinguishes the so-called Prisoners’ Dilemma from myriad other payoff
configurations. This is done by rank ordering the payoffs from best to
worst in panel b of Figure 4.2. The best payoff (the walk-free sentence) 1s
assigned the highest ordinal rank of 4, the next-best payoft (the one-year
sentence) is given an ordinal rank of 3, and so on. Any two-person game
box that possesses precisely the same ordinal payoff array as in panel b
is a Prisoners’ Dilemma, There are seventy-eight distinct 2 x 2 arrays
of ordinal payoffs, but only one of them corresponds to the Prisoners’
Dilemma. The ordinal depiction captures the essential strategic features
of the game, including the presence of dominant strategies and Nash
equilibrium(s). In panel b, confessing remains the dominant strategy, since
2 - 1 and 4 > 3; and mutual confession is the Nash equilibrium, whose
payoffs are boldfaced. If the columns and rows ar¢ interchanged so that
confess is in the bottom row for A (left column for B), then a Prisoners’
Dilemma still results, with the (3, 3) payoffs switching position with the
(2,2) payoffs along the diagonal, and the (1,4) and (4, 1) payoffs switching
positions along the off-diagonal.

& Anpother characterization of a Nash equilibrium is that each player chooses his or her best
strategy as a counter to the other player’s best response or strategy.
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B
Straight Swerve
Straight 1,1 4,2
A
Swerve 2,4 3,3
u. Chicken game in ordinal form
B
Does not retaliate Retaliate
Does not retaliate 2,2 31
) )
Retaliate 1,1 4,4
k]

b. Assurance game in ordinal form

Figure 4.3. Chicken and assurance games.

wmmo_.m we apply game theory to the analysis of antiterrorist polic
nrodomm._ we examine two additional game forms. In panel a of Fi :Wm 4 uw
we E&n.ma the chicken game in ordinal form. The James Uo.ww BO<.. _
xm@mu.ﬁ%c:« a Cause popularized the game’s story line of two hot M@
speeding toward one another from opposite directions. Each aae.waaw M
maa.m - has two strategies — keep driving straight or swerve to avoid
oo.:_m_oc. The payoffs reflect the following preferences. The greate Mu .
ceived payoff derives from driving straight when the other driver s orves,
because the driver who holds the course appears strong to his o“wmmﬂm,
:nx?ﬂmmﬂ payoff occurs when both drivers swerve, which is _umzma..& .
swerving .m_oso and being branded the “chicken.” Of course, the w it
outcome is for both drivers to hold their course and have a no_rmmo: %_Mmﬂ
game has no dominant strategy: the payoffs associated with miw?m:. .
not .UOE mnom:nw than the corresponding payoffs associated with E.mm ing
straight, since 2> 1but 3 # 4. Similarly, the driving-straight strate M oo
not dominate swerving, insofar as 4 > 3 but 1 # 2. Zo<9.§m_mmmm w&oam
are two Nash equilibriums indicated in boldface, where a single va vor
SWerves. At these equilibriums, neither player would E,Emﬁo_‘m_m n:M_Mon
Em or her m:.m:wmw. From an ordinal imsﬁo:.? chicken and %Hmmo:omm.
Dilemma differ by having the 1s and 2s switch positions. This small cha o
has large strategic consequences — the failure to coordinate the nocmm
response can be disastrous for chicken. A situation in which Ewm:mvﬂm
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action against a terrorist threat spells disaster may be characterized as a
chicken game.

An assurance game is indicated in panel b of Figure 4.3, where two
countries — A and B — must decide whether or not to retaliate against
an alleged state sponsor of terrorism following some spectacular terrorist
incident that creates grave losses for both countries. The ordinal payoffs
in panel b of Figure 4.3 differ from those of the Prisoners’ Dilemma in
panel b of Figure 4.2 in one essential way: the 3s and 4s have switched
positions, so that the greatest ordinal payoff comes from joint action,
while the next-best payoff arises from free riding. To obtain this game,
we assume that both countries must join forces to get the job done — a
single retaliator cannot hurt the terrorists sufficiently to outweigh the
associated costs. Free riding on the country’s retaliation effort is the
second-best outcome, because revenge, though inadequate, is better than
no response by anyone. Retaliating alone is the worst outcome, because
it is costly without accomplishing a net positive payoff, despite some
political gain from taking action. The second-smallest payoff is mutual
inaction.

The assurance game in panel b of Figure 4.3 has no dominant strategy,
because the payoffs in either row (column) are not both greater than the
corresponding payoffs in the other row (column). There are, however, two
Nash equilibriums whose payoffs are poldfaced along the diagonal of the
game box, where countries match one another’s responses — either no one
retaliates, or both retaliate, 1f one country takes the lead and retaliates,
as the United States did following 9/11, then the other country is better
off retaliating, since an ordinal payoff of 4 is more desirable than one
of 3. The game is called the assurance game, since — unlike the Prisoners’
Dilemma, where agreements are not honored - pledged (assured) action
will elicit a like response by the other player.

The heinous nature of the 9/11 attacks and its human toll on American
and British citizens at the World Trade Center altered the ordinal payoffs
depicted in panel b of Figure 4.3. For the United States and the United
Kingdom, the worst payoff was associated with no one retaliating, fol-
lowed by retaliating alone. That s, the 1s and 2s switch positionsin panelb

of Figure 4.3, while the 3s and 4s remain as displayed. The resulting gaie

‘matrix (not shown) has a dominant strategy for both countries o retali-
ate. The sole Nash equilibrium is for joint retaliatory action, which began
on 7 October 2001; thus, the Prisoners’ Dilemma is not always descriptive
of the decision to retaliate. If a country s sufficiently hurt in a terrorist

attack, retaliation may be a compelling response.

B —
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PROACTIVE VERSUS DEFENSIVE POLICIES

_um: a proactive policy, we consider preemption when two targeted coun-
tries must decide whether or not to launch a preemptive attack against
a common terrorist threat. The preemptive strike is intended to weaken
the terrorists so that they pose a less significant challenge. Suppose that
mmnw country taking the preemptive action confers a public benefit of 4
on itself and the other country at a cost of 6 to itself. The game pay-
offs are indicated in the matrix of Figure 4.4. When no one acts, so that
the status quo is preserved, nothing is gained. If, say, the United States
(US) preempts but the European Union (EU) does not, then the US nets
-2 A.H 4 — 6) as costs of 6 are deducted from benefits of 4, while the EU
receives free-rider benefits of 4. The payoffs in the top right-hand cell are
reversed as these roles are interchanged. When both countries preempt

each gains 2 as its preemption costs of 6 are deducted from benefits 0m
8 (=2 x 4), derived from the preemptive efforts of both countries. If these

payoffs are ordinally ranked, then the game is immediately identified as a

EEQP The dominant strategy is to maintain the status quo
.E:: is, 0 > —2 and 4 > 2), and the boldfaced Nash equilibrium is mutual
Emnzo? Thus, a classic pure public good scenario emerges, with nothing
happening as each country prefers to rely on the other.

In Figure 4.5, we extend this same scenario to six identical countries
and examine the alternative outcomes from the viewpoint of nation i
whose payoffs are indicated. The columns denote the number of :m:oam”
other than { that preempt. In the top row, nation i attempis io free ride.

EU
Status quo Preempt
Status quo 0,0 4,-2
us
Preempt -2, 4 2,2

] H

Figure 4.4. Two-target preemption game.

Number of preempting nations other than nation i
0 1 2 3 4 5
Nalion i does not preempt [ 4 8 12 16 20
Nation { preempts -2 2 6 10 14 18

Figure 4.5. Six-nation preemption game.
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If, say, two other nations preempt, then i receives 8 (= 2 x 4). In general,
pation i gains 4 times the number of preemplors as a free-rider pay-
off. The bottom row displays i's payoff when it preempts. Nation { nets
_72 when no other nation joins its efforts, while i receives 2 (=2 x 4 — 6)
when one other nation also preempts. In general, nation i gains 4n — 6,
where n is the number of preemptors including i.

The dominant strategy for this six-nation preemption game is not to
preempt, because each payoff in the top row is higher than the corre-
sponding payoff in the bottom row by 2, or the net loss from independent
action. The boldfaced Emmw.ma_c._mcaﬁsmw where no natjon preempts, as.

all nations exercise their d E.E.m.a strategy of doing nothing. This out-

_ “come leads to a significant welfare loss to the six-nation collective. If all
b_mwmmoamocac_mm«.m

six nations engage in preemption, then each gains 18 for
total of 108. Thus, all-round free _,5.Eml_‘uwmm‘_mbﬁﬂ%,w@mzﬂm&nzmw_ ben-

efits in this example.” As :

e e o e T s e it

the iumber of natfons it the Scenario increases,

this cumulative “o_mm ,En_ﬁwmnm_..w.o_. a worldwide network such as al-Qaida,
these iosses from inaction can be extremely large; thus, the need for inter-
national cooperation is hightighted. This example raises some interesting
questions. Why is there more preemption for domestic terrorism? What
explains situations in which there is preemption in light of a transnational
terrorist threat?

For domestic terrorism, the target nation cannot rely on other coun-
tries, since it alone is the target of attacks. Quite simply, there are no free-
riding opportunities, except among targets within the nations. A
centralized response addresses any free-riding concerns within a nation.
Moreover, the individual benefits from action often exceed the associated
costs once the terrorist campaign surpasses some level of intensity. Thus,
the net gain from acting alone is likely to be positive, not negative, As the
terrorists turn up the heat — for example, the Tupamaros in Uruguay at
the start of the 1970s — their enhanced brutality raises the government’s
perceived benefits from preemption and makes the net gain from action
larger. Another factor may be the government’s perceived payoff from

inaction. Thus far, we have assumed it to be 0. 1f, instead, the government
loses support by not responding, then the resulting negative payoif may
transform the game into a chicken game where some action is taken.®

% The social optimum does rof correspond to the payoff of 20 in Figure 4.5 associated
with i free riding on the other five nations. Jn this scenario, i receives 20, but each of
the preempiors gains just 14 from its efforts and those of the other four preemptors (see

Figure 4.5). Society nets 90 [=20 + (5 x 14)] instead of 108,
10 This is the case when the losses from inaction exceed in absolute value the net loss from

acting alone.
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EU
Status quo | Preempt
Status quo 0,0 4.-3
Us
Preempt 2.4 6.2

Figure 4.6. Asymmetric preemption game.

F . .
- M.M Wm”._mmm_:ocm_ terrorism, there are at least two strategic reasons fora
ake preemptive measures. First, the underlyi
be something other than isone . e ot e
the Prisoners’ Dilemma - f i
. - for example, chick
or assurance, If the terrorist campaign i i - g
‘ paign is sufficiently deadly, doi i
o . y. doing nothin
@o.n“w W.m Mcr:wm:w :%mnom?m@_o (for example, following 9/11 Oamﬁ:@ q&m
ings in Madrid on 11 March 2004), so th i
) at the maintena
status quo, where terrorists att ith i i oo
\ ack with impunity, may have hi iti
costs. Second, the countries’ mcirie ot o
. ) payoffs may be asymmetri i
terrorists’ targeting preferences. Consi e wrocmation
sts” 1 - Consider the asymmetric preempti
mption
Wﬁnm in m_m:._.m 4.6 between the US and the EU. The _umwwmm mow the
> are “.n_ms:om_ to those of Figure 4.4 — that is, it gains 4 from its own
%r mmﬁm.:ou or H_.EH of E@ US and must pay a cost of 6 when preempting
m@m.:anmmEo.m”.H , mm:wm more from its own preemption than it derives ?oE.
'EU preemptiori, because US action demonstrates toits citizéns that it i
M:,_En back. US action still costs 6. Suppose that EM Mwmowm_m._o%mm .m.rﬁ .: ¢
: g : Tives Just
mn_ﬂrcawmmﬁm from EU preemption but 8 from its own efforts. US vmw._umm
i M M:.oE TOW are Now 2(=8—6)and 6 (=8 + 4 — 6) for acting
plone M_”u mE unison, respectively. .Hrw dominant strategies in Figure 4.6is ~ /
Lo the VS ﬂm maomﬂﬁﬂ (2 > O and 6 > 4 for the row payoff comparison} / _
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; g . - . - a h
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EU
| Deter Status quo
Deter -2,-T 2,-4
Us —
Status quo -4,2 0.0

Figure 4.7. Two-target deterrence game.

20 August 1998 strikes on Afghanistan and Sudan for their alleged involve-
ment in the bombing of the US embassies in Tanzania and Kenya on

7 August 1998, There isa oaimmn‘mmusﬁ: this preemption asymmetry. Had

the terrorists treated their targets more symmetrically and not nc=nﬁm
trated attacks on a few countries’ assets, no noE:Q. would rmwo Swonm
o ﬁnmmnﬁ,mou. Of course, the terrorists mco_.._m their mﬁ.ﬁmowm in order J
win over a following by trading preemption risk off against the followers |
mE%NMMH.H two or more target countries engage in @.@@B@m_ﬁ the same
terrorist threat, their level of action will be :om.m:sw._w .an_mﬁwa daMmmmo
preemption is a substitute — one country’s action __B.:m the need for
the other to act (Sandler and Siqueira, 2005). .ﬁEmu prime targets easy
ride on the preemption of others, which implies too little preemption
unless decisions are made in a noomumamﬁ?n. ?m.En.éonw. F. for exam-
ple, one country experiences more attacks, it will increase its maomaw-
tion, which will decrease the other country’s wmn.ﬁ.m. This is m:.Emﬁgmo
where countries work at cross purposes when deciding upon antiterrorist

activities.

Deterrence and Other Defensive Measures

For deterrence, a nation tries to limit terrorist mamnwﬂwu\ making wo.ﬁm“_:m_
targets less vulnerable through protective ﬂmmmﬁdm. > &E.HEQEM qion.u
target — US and EU - ‘deterrence game is displayed in Emca_.d 1. ,.ﬁ

which each country can do nothing or deter an aftack by hardemng 1§

11 We do not use deterrencé in the Cold War sense of wnnv.:_.m an moao.s ?c:m OMMMM“MW
through a threat of punishment that is also costly to the vc:._mrn%o._uwﬁwim .;zrmm eler
in i iti of dissuading an action. This 15 o
rence in its common definitional sense
applied in the terrorism literature since Landes (1978), where deterrence affects the

terrorists’ constraint.
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targets. Increased deterrence is assumed to give a privale, country-specific
gain of 6 to the deterring country at a cost of 4 to both countries. For the
deterring country, costs arise from both the expense of deterrence and the
increased likelihood of incurring damage to its assets abroad if the attack
is deflected there. For the nondeterring country, the costs stem from the
heightened risk that it assumes because it is now a relatively soft target
that may draw the attack.

The payoffs in the matrix in Figure 4.7 are based on this scenario. If
the US deters alone, it gains a net benefit of 2 (= 6 — 4) as its deterrence
gains are reduced by the associated costs. The EUJ suffers external costs
of 4 from attracting the attack. The payoffs are reversed when the roles
are interchanged. If both countries deter, then each sustains a net loss of -

from the deterrence benefits of 6. The status quo provides no gains or
losses. The game is a Prisoners’ Dilemma with a dominant strategy to deter

gtV iveslrdesbintherony fiviopbois Trd

and a Nash equilibrium of mutual deterrence. If this game were extended

to n countries, then all Bg%_wm would choose their dominant strategy

to_deter. {Overdeterrence _.mmm.mm,,,.mm each country does not account for
the externétcosts-associated with its efforts to deflect the attack abroad.
Globalization may reduce overdeterrence somewhat by tying countries’
vulnerahilities together.

Countries’ deterrence choices are usually complementary, since
greater deterrence abroad encourages gre deterrence at home so as
not todraw the mﬁmn_ﬂ\_lu@ﬁmnm?n policies mzﬁ
policies such as preemption may both result in a Prisoners’ Dilemma when
displayed as a simple mmﬁmuzgmzs&mmmu there are subtle, but crucial,
differences. First, proactive decisions tend to be substitutes and undef=—;
supplied, while defensive decisions tend to be complements and over-
supplied. Second, a greater variety of game forms is QESE related to |
proactive policies (for example, Prisoners’ Dilemma, chicken, assurance,
and asymmetric dominance), while the Prisoners’ Dilemma is typically

‘

e

tied to defensive policies (Arce and Sandler, 2005). Third, globalization | {s
may ameliorate the oversupply of defensive measures by making people ' ;-

equally vulnerable everywhere, whereas it may exacerbate the undersup-
ply of proactive measures. Fourth, defensive measures may give rise to
both negative and positive external effects. That is, deterring an attack by
deflecting it abroad may result in external costs in the recipient country
but external benefits to foreign residents in the deterring country. Proac-
tive measures are typically associated with external benefits unless they |
create grievances and recruitment. -

deterrence and proactive

) P
2[=6— (2 x 4)] as costs of 8 from both countries’ deterrence are deducted ' .

Wi

K


Jurgen Brauer
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Very insightful passage.
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EU
Deter Status quo | Preempt
Deter] -2,-2 *2, -4 6,-6
US  Status quo -4,2 0,0 4,-2
Preempt -6,6 -2,4 2,2

Figure 4.8, Deterrence versus preemption .fi.m%EBo:.mn case.

The Choice between Deterrence and Preemption

We next examine the scenario where each of two targets — the US and
the EU — must choose between deterrence and preemption.'? Each target
now has three sirategies: deter, maintain the status quo, and ﬁEnB@.n. The
scenarios for deterrence and preemption are identical to the previously
described 2 x 2 games in Figures4.4and 4.7, respectively. Thus, deterrence
provides public costs of 4 to the two targets and a private benefit of 6tothe
deterrer, while preemption provides public benefits of 4 ﬁ.u the Ea.. targets
and a private cost of 6 to the preemptor. These v.mwomm areillustrative—any
set of public and private benefits where the private benefit Om deterrence
exceeds the associated costs and the private cost of preemption exceeds
the associated benefits will give the outcome presented. This mm.SoE of
payoffs ensures that each component 2 x 2 game is a Prisoners’ Dilemma.
The 3 x 3 game matrix is displayed in Figure 4.8, where the o:.&oaawm
deterrence game is captured by the northwest bold-bordered 2 x 2 matrix,
and the embedded preemption game is captured by the southeast _uoE-
bordered 2 x 2 matrix. Only the payoffs in the two cells at the opposite
ends of the off-diagonal need to be derived. If one target mm.:#m and
the other preempts, then the Qaﬁn:ﬁa gains 6 (=6 4+ 4 — u.o“ while the
Upreemptor nets —6 (=4 — 6 — 4). The deterrer earns a private Uo:om..r
' of 6 from its deterrence and a public benefit of 4 from the other target’s
preemption, but must cover its deterrence cost of 4. The sole preemptor
| suffers a cost of 4 from the other player’s deterrence and a cost of 6 from
its preemption efforts, but achieves only a private preemption c.m:nmﬂ of4.
" The Nash equilibrium for the embedded deterrence game 1S for both
countries to deter, and that for the embedded preemption game is for both

12 Material in this section draws from the analysis in Arce and Sandler (2005).
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totake no action. Which of these two equilibriums, if any, now reigns in the
3 x 3 game scenario? For the US, the dominant strategy is to deter, since
its payoffs in the top row are greater than the corresponding payoffs in
the other two rows, Similarly, the EU’s dominant strategy is also to deter
when its column payoffs (the right-hand payoff in a cell) are compared
to the corresponding payoffs in the other two columns. As both targets

mmm_l% their dominant strategies, the Nash equilibrium of mutual deter-

e . R AR

rence resulis; thus, the deterrence equilibrium wins out: This outcome is

::,%_.u,:_._umﬁm for two meosm% payoffs in the status quo outcome are

E.wrﬁ. for both targets than those in the mutual deterrence equilibrium.
Secend, the sum of payoffs from mutual deterrence is the smallest of the
nine strategic combinations! Pursuit of one’s self-interest by playing the

‘dominant mqﬁnm,w leads to the EOamHmOn

I outcome in terins of total
Wmmm_xm.!wwsm,mmmmmmﬂmw a choice between deterrence and preemption,
deterrence often wins out — a situation reflective of nations’ tendencies
when confronting transnational terrorists to rely on defensive measures
to deflect attacks rather than to go after the terrorists directly. m.Em means
that coordinating counterterrorism policies among countries can lead to
significant gains JElsewhere, Arce and Sandler (2005) examined alterna-
tive game forms - chicken, assurance, and others ~ when countries choose
between defensive and proactive policies and demonstrated the general
robustness of the tendency for targets to rely on defensive measures in

use both deterrence and preemption to varying degrees. Once again, the,
sole reliance on deterrence wins out. ’
We next permit an asymmetric response for preemption identical to
the earlier analysis, so that the southeast 2 x 2 matrix in Figure 4.9 is
that of Figure 4.6. The northwest 2 x 2 deterrence matrix in Figure 4.9
is that of Figure 4.7. In terms of underlying payoffs, all that changes in
Figure 4.9 compared to the symmetric scenario is that the US derives 8,

EU
Deter Status quo | Preempt
Deter -2,-2 2,-4 6,—6
US Suatusquo| -4,2 0,0 4,-2
Preempt -2,6 2,4 6,2

Figure 4.9. Deterrence versus preemption ln.uwmaa._:nio case.

¥

. ¥

symmetric scenarios. They also allowed governments a fourth option to7] _--

ol
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rather than 4, in bepefits from its own preemption owing to its prime-
target status. Thus, only the US payoffs in the bottom row differ from
those in Figure 4.8 by being 4larger. The EU still has a dominant strategy
todeter, sothe only possible Nash equilibriums mustbe in the first column,
where the EU deters. Given the payoffs of the specific example, there are
now two boldfaced Nash equilibriums, where either both targets deter or
the US preempts and the EU deters. 1f, however, the US receives even
more benefits from its preemption, then the outcome will have the US
preempting while the EU deters. After 9/11, US reliance on defensive
measures would merely transfer the attack abroad, where its people and
property are still targeted, thus limiting US gains from such reliance.
[T All of these simple games are conceptually enlightening in explaining
| why preferred-target countries resort to proactive and defensive mea-
sures against transnational terrorism, while less-targeted countries focus
on defensive actions. In the latter case, the countries’ assets may be hit
abroad, but since their interests are not sought out per se by the terrorists,
this likelihood remains small. Such countries are content to let some more
at-risk country root out the terrorists and put its soldiers in harm’s way to
make the world safer. These strategic incentives bode il for international

cooperation and a united stance against transnational terrorism.

WEAKEST-LINK CONSIDERATIONS

In some cases, risks are interdependent so that securing one vulnerability

without securing another does not achieve much (if any) safety.!* Consider

upgrades to airport screening to counter terrorists’ ability to circumvent

current measures. Suppose that the screening upgrade is introduced in

just one of two vulnerable airports. The risk to the flying public may not

be curtailed, because the terrorists can exploit the vulnerability at the
MJ other location where the device is not installed. The security upgrade is
| a weakest-link public good, whose effective supply is measured by the
m smallest provision level (Hirshleifer, 1983).

Consider the game depicted in Figure 4.10, where each target has two
strategies: introduce a security upgrade to its airport screening or main-
tain current screening devices and procedures. Further suppose that the
upgrade costs 6 but provides benefits of 8 to each country only when both
targets adopt the upgrade. Unilateral adoption implies costs of 6 with no

13 Tnterdependent risk is analyzed in Heal and Kunreuther (2003, 2005) and Kunreuther

and Heal {2003).
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EU
Status quo Security upgrade
Status quo 0,0 0,-6
Us
Security upgrade 6,0 2,2

Figure 4.10. Weakest-link security risk.

vmummﬁm. H.._.F. resulting game is an assurance game. In Figure 4.10, there
is no dominant strategy, because the payoffs in either row Ano_.ca,uv
not both greater than those in the other row (column). There are, h -
ever, two Nash equilibriums along the diagonal where strateg nw.omu s
are matched — either no upgrade is introduced, or both airports Mao t Hm
:v.mm&o. Obviously, the mutual-upgrade equilibrium improves :._mvi :m
being of both targets over the status quo. If the US leads and adopts M\: -
upgrade, Emm the EU is better off doing the same (a payoff of 2 mmn ma
z.gmﬁ oﬂ o.v atching Ummm.ﬁbn@nvn hallmark of weakest-link public Om wa.w\_,
.mEnm it is senseless to exceed the smallest level of such goods: aomio m,\
incurs extra costs with no added benefits. . ’ mm |
Next consider the case where each of two targets must choose am 7
five levels of upgrade (including no upgrade), where each incre en. |
tal upgrade gives 8 in additional benefits to both countries onl “,__Mb- W
matched by the other player. Once again, suppose that every =< mM: W
costs 6. The resulting game can be displayedina 5 x 5 matrix (not Mws ) “,_, ”
where all of the Nash equilibriums are along the diagonal where u nmw ) "ﬁ_, 7
levels are matched. If, for example, each country adopts three :ﬁmnmao | |
levels, then each gains a net payoff of 6. Suppose that one target n_wm:: y x
r.mm more-limited means than another. This country-chooses the s . \
rity level that it can afford, which may be a rather low standard of mmM“_ ™
The wealthier country can either match this level or subsidize the secu .W. o
upgrade of the other country.' If the level chosen by the poorer noE_:: .% g
abmnoowﬁmzn to the richer country, then fostering the former’s mmoE.:% M
?n _wm_nm_ choice. One of the four pillars of US counterterrorism vom.u T
is ,..E; ,ﬂm._m«mm.\mrwg,oozanﬁnﬁcamﬂkhmwwawﬁmm of those oocnammgﬁio _M / !
with the United States and require assistance” (US Department of wﬁm J

2 ou;.v xi). If, instead, two rcuaﬁw_a countries must provide a weakest-link

14 For an mdm~u_w_.m DM in-kind transfers of weakest-link ﬂv._:U_mn NOODw see Vicary Auﬂgu and
'
vicary m:& WN:Q—OH ANOOMV. v
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security activity, then shoring up the many weakest links becomes an
expensive proposition that we address in Chapter 6.

For domestic terrorism, the weakest<link issue i¢ addressed by hav-
ing the central government impose and coordinate acceptable standards
countrywide. The training and deployment of professional federal screen-
erstesponded to the obvious vulnerabilities at Logan, Newark, and Dulles
Airports demonstrated on 9/11. The creation of the Department of Home-
Jand Security (DHS) was motivated, in part, by the goal of achieving
acceptable levels of interdependent security risks countrywide.'®

Interdependent risks abound in the study of counterterrorism. Many
defensive actions involve such risks - for example, screening lugpage
transferred between airlines and airports, limiting the vulnerability of a
network, and guarding ports of entry. Although weakest-link public goods

tend to be tied to defensive measures, they may occasionally be associ-

ated with a proactive policy. For example, the least discreet intelligence-
mmﬁmw,amm. ..ovﬂmﬂos may jeopardize everyone’s efforts by putting the
terrorists on notice. Moreover, efforts to freeze terrorists’ assets can be
severely compromised by inadequate action at some financial safe havens.

In some situations, the concept of a weaker-link public good may apply
if efforts above the lowest level add some benefits to a counterterror-
ist action. If, on average, more luggage is transferred at airport A, then
extra measures there may compensate somewhat forlower standards else-
where. At a few airports, efforts to rescreen all transferred luggage limit
interdependent risks and provide for greater payoffs from higher levels of
vigilance. With weaker-link public goods, equilibriums may include some
nonmatching pelicy combinations. The extent of nonmatching outcomes
hinges on the degree {0 which extra efforts at one venue can compensate

for inadequate actions elsewhere.

BEST-SHOT CONSIDERATIONS

Some counterterrorism policies are best-shot public goods, where the
largest provision amount determines the benefits to all potential targets.
Again, consider the case of transnational terrorism in which countrics
confronted with a threat from the same terrorist network. The gath-

are
of intelligence and the infiltration of the network — two proactive

. ering

15 How well interdependent security risks are reduced in practice also depends on the
screening technology given tothe professional screeners. US governmen! reports released
in 2005 reveal that screening still has significant vulnerabilities as privacy is preserved.
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EU
Status quo Innovate
Status quo 0,0 6,2
us
Innovate 2,6 2,2

Figure 4.11. Best-shot security innovation.

meas - i
me ”._MMWV Am_.m. often best-shot public goods whose benefits depend on
X nomi - MM._ M Mw go:.aHNw for example, the group is infiltrated, its security
and the group presents a reduced ,
Oion the oot it . ced threat for all targets.
ort accomplishes this outcome; additi
othert onemthe conap me; additional effort by
p is nfiltrated adds no extra b
o d ad a benefits. Another exam-
M . hwﬁﬂ__uﬁ Q.Mﬁ_o_ua,u..\ﬁ of a security innovation, such as stun grenades or
byl mﬁ-wm_wm_“mﬁ .n_ms.ww. The best-performing innovation will be adopted
-ris ions; less adequate or i ical i i
o T q or identical innovations offer no addi-
In Fi . I
o H_m:”m 4.11, we Bmﬁ_mw a security-innovation game where each of
o ¢ rmmum Can maintam the status quo or discover a security break-
el Emg M: oM: Eoﬁﬁ. both targets. Suppose that the innovation costs
heinn ﬁw AW and Eoﬁamm benefits of 6 to each potential target. Further
g_w_o o mu a W second discovery of this innovation costs the discoverer 4
EE_M . 5 =o_~ urther cnzm.ma. In the game box, the sole innovator nets w,
whis M ot er Eﬁﬂ gains a free-rider benefit of 6. If both :Eo,_a;wu
then Mmmna Hmnﬁém just 2, as each must cover its innovation costs d_o
: mmoonw ! M _ tmw.om. scenario characterizes infiltrating a group, because
infiltration is costly but does n i , |
. ot necessarily weak _
rorist group any more than th edundu, |
. ¢ first. i ]
el rst. ‘The same is true of redundant !
There | i i @
e qu Ma H”uo %%ﬂ_:m:w .ﬂnmﬁamw in the two-target innovation game, but
sh equilibriums in cascs where there i i :
oA \ ascs ¢ there 1s a sole innovator.
e HWMMM payoffs for these equilibriums lie along the off-diagonal
10n scenario involves, say, twent i .
£ th : : , 84y, y countries, then the equi-
MMM:MQ mwm%.:_m.ﬁ of Emﬂ one country making the discovery and the o%whm
e m@ :.“J.m” ﬁ .m_ Homcfzm game is a coordination game in which the coun- -
m._,m.,mmm.mﬂ w,‘o%,.k%e% is to expend the effort so that resources
ire not W MH M.__,E duplication. Often the innovation or group m.mpm.mao:
e mosl threatened countr i
. y. If the required effort i
. col 1t Is suffi-
EHMM_W M.mamn to mﬁﬁmmm the capabilities of the prime-target country, then
ational cooperation and a pooling of effort may be :nomwmmuu\,
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m, the coordination is achieved by the central

government orchestrating efforts to eliminate duplication. The Hmmosm_m
nce czar and asingle entity to coordinate

behind the creation of an intellige
the different intelligence-gathering agenciesinthe United States is to limit
rivate firms play an essential role

duplication and increase efficiency. P

in developing technological innovations useful to counterterrorism. At
times, their research and development are subsidized by the government
in order to reduce investment risk to the firm. The best technology can
then be sold by the firms to governments worldwide to increase safety.
Currently, firms are developing biofeedback screening devices that can

identify people based on their eyes or other unique features.

For domestic terroris

GETTING AT THE ROOTS OF TERRORISM

Another counterterrorism action is to address the grievances of the ter-
ationale for violence. There arc a num-

rorists, thereby eliminating theirr
ber of difficulties with accommodating terrorists’ demands. First, such
grievances and a new wave of ter-

accommodations may induce counter

rorism from those who are harmed by the government’s concessions. Sec-

ond, granting concessions sends the message that violence pays and will

encourage more terrorism. When deciding between legal and terrorist

means, a terrorist group accounts for the likelihood of success of alter-
rnment is raising the

native techniques. By granting concessions, the gove
perceived likelihood of success of terrorist tactics (see Chapter 7). Third,
st be well articulated if they are to be satisfied; this

 modern-day transnational terrorism. For exam-
aida are not clear and appear to evolve over
ses to terrorists’ demands are apt to-work
e, a country that removes its peacekeep-
gn makes it more difficult for other
After the 23 October 1983 bomb-
rut, Lebanon, President Reagan

terrorist grievances mu
is often not the case fo
ple, the grievances of al-Q
time. Fourth, countries’ respon
at cross purposes — for exampl
ers in response (o a terrorist campai
countries to continue their missions.

ing of the US Marine barracks in Bei
withdrew US forces from Lebanon and other countries followed suit. At
ﬁroqm:mzmso:m_~m<o_,o=w country’s concessions create externalities for.

other countries as their policy options become
A more fruitful approach is to make nonterrorist activities less expen

sive and therefore more atiractive, rather than to reward terrorist cam:
mmwm:m?nocmr oosnnm.m.p

ons {Anderton and Carter, 2005; Frey, 2004). The
latter policy goes agains

ing dissidents to circumven

meore limited.

{ the principle of liberal demacracies by allows
t the political process by extorting political
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change with the threat of violence. §
to voting and utitizi e - :.nr concessions reduce th
govern nwn:ﬁm M_Muﬁwmhwm_mmwmmwﬂwmo Emswc_no:m for change. By onwuww%oﬁmw
of legal' m ) peaceful dissent raises the attractivene
Eo:mmoﬁh”“ Mﬁ“ﬂﬂﬂ% when terrorism surfaces in a noE”WMcM MMMMW
more terrorism. Ten o _M.: i5to _:E.a legitimate protest, thereby m_nacnmn
example, Hezbollah Em groups with political and military wings — momﬂ
both logitimate an mz m._dmm, and the Irish Republican Army ~ pursu
tive m:nmm:énnmm o _mmwnwamﬂm means, Thus, actions to bolster the rel .
promising the id mm:._:_ma means can curb terrorism with a-
g the ideals of a liberal democracy by rewarding te Eo_‘mum“ com-

CONCLUDING REMARKS

This chapter ha i ;
ences uowsmmn ww%%“”“m m_E%_m game theory to analyze strategic differ-
rorism, the policy o:cmnmmm:» defensive policies. For transnational ter-
and/or negative consequ ol a targeted government can have positive
tties. For istance mnma ences or externalities for other targeted cou
am Bliack o oEo,H. _mmsm:a measures taken by one country can aommﬂ
countries nmaosw_mw_ Em protected countries. Following 9/11, industrial
cided with e o eir efforts to harden targets; these mmwonm coi
Malaysia, Indonesia. a M L:H.OEE. places - for example, Kenya, ZOH.OonM.
increased. At the meEmﬁ. urkey — where defensive measures were uom
of else coumtrics vl _wcum_ level, there is a real need for cooperati
supply proactive mea work at cross purposes with a tendency to EEM .
sive actions are EmmwMM%m Mna owmwm:wﬁw defensive ones. Some awmﬁw
12ken detesminos tho 1 =_H public goods, where the smallest precaution
wealthy nations ma :mSw of safety for all. To shore up a weakest link
globalized world mwo M<r ﬂw _.uo_mnma the defenses of other nations. In m”
defenses are Emn_‘ niry’s interests can be attacked in places .r
equate, so weakest-link nations are everyone's noMomanm
In.

Many proactiv ici
: ¢ policies are best i
. -shot public
‘action protects e ¢ goods, where the gr.
50 that sotiu Veryone. _u.ca such measures, coordination is i greatest
ns are not duplicated in a wasteful manne fmportant
I.

for the strategi
gic consequences arisi

. ng from i
cies. A central vi - proactive and defensi i
ablo standards MM%MMMW%E%E government toraise security to Mwnﬂﬂm -
o ile. The central ; : A
‘pursue terrori government is moti
ontial a:nmwmw that target any of the countries’ diverse EESHEQO .
ton of resourc :c:_mm calls for further research is the proper J“ o

.. €$ between proactive and defensive Bmmmcummvﬂr.m .

. This is an
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interesting issue, because the two sets of policies are interdependent. If,
for example, proactive measures weaken the terrorist threat, then there is
less need for defensive policy. As all targets are secured through defensive
measures, there may be less need to go after the terrorists. In analyzing
this allocation, the strategic interaction can be extended to include the
terrorists along with the targeted countries.




